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Executive Summary 

This report seeks approval of expenditure to procure and manage software to replace the existing 
Command Support System (CSS) utilised on command units for collation and storage of information 
at operational incidents. 

The procurement of a new incident command operating system (ICOS) will allow the incident 
commanders and remote monitoring officers/control to have a greatly improved situational 
awareness of an incident.  

This ICOS will enhance the decision making of incident commanders and the ability to record their 
decisions both writing and verbally. ICOS will also allow information to be retrieved post incident to 
assist with incident learning and teaching through decisions made during the incident. 
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25 March 2021





 
2.  ICOS provides fast, clear access to a wide variety of critical incident data – objectives, maps, 

video feeds and other assets – and enables this data to be collected and used within a clear 
Decision-Making Model. 
 

3. The current ICOS called Command Support System (CSS), has been utilised within the London 
Fire Brigade (LFB) since 2010, replacing the previous Command Planning System which was 
introduced circa 1996. 
 

1 Redact      

4. CSS is utilised on all Command Units (CU) at operational incidents to assist the incident 
commander with operational awareness and information collation and storage.  

 
5. We are currently using Telent Command Support System (CSS) version 1.7, which is an 

application-based software installed on the fixed IT hardware and laptops within the command 
units.  

 
6. The LFB updated CSS from the previous version 1.5 to version 1.7 on laptops carried on the CU’s 

in January 2018 and on all CU fixed IT hardware by March 2019, which offers better reliability at 
incidents.  
 

7. There is no agreed or paid for service level agreement (SLA) with Telent as they do not support 
version 1.7. For an interim SLA with Telent, the Brigade would need to procure CSS version 1.8. 
LFB have on several occasions requested Telent to supply a proposal for an upgrade to version 
1.8 and associated support, but to date this has not yet been provided. 

 
8. A decision was taken within the Command Unit Replacement Project Board (CURP) that the new 

incident command operating system, must also be a cloud-based solution which supports the ICT 
digital strategy of cloud based first. 

 
9. The new incident command operating system will be installed and utilised on the nine new 

replacement command units that are in a separate procurement stream through the CURP, and 
due to enter service in 2022. 

 
10. Over the last ten years, there have been many challenges with ensuring the stability of the CSS 

platform. These include not being able to utilise tablets and deployable cameras to give the 
incident commander a greater situational awareness at an incident. 

 
11. The Grenfell Tower inquiry phase 1 report volume 4-chapter 33.17 b identified that urgent steps 

be taken to ensure that the command support system is fully operative on all command units and 
that the crews are trained in its use.  
 

12. The Grenfell Tower inquiry phase 1 report volume 4-chapter 28.95 stated “even before the 
Grenfell Tower fire, the command support system had never worked at larger incidents involving 
more than six pumps.” 
 

13. Following upgrades to the Brigade server housing CSS and to the computers within the command 
units, CSS at present, has a better stability at incidents. The new ICOS requirements offer and 
have fed that learning in and will make the ICOS cloud platform more stable and intuitive for the 
user. 



 
14. The current ICOS (CSS) provides the following main functions to the incident commander: 

 

• Appliance and Officer role boards containing information on ridership and operational 
qualifications, taken from the LFB Staff attendance and recording system (StARS) 

• An organisational chart for the incident ground hierarchy. 

• Document and photograph storage for incident relevant information, available to all CSS 
users. 

• Live map with aerial overlay to allow the incident commander to manually plot resources 
on the incident ground. 
 

15. The primary objective of the procurement process is to identify and purchase an incident 
command operating system which will fully meets or exceeds our current system (CSS), this 
includes: 
 

• All the requirements mentioned paragraph 14 and the additional requirements below. 

• GPS location and plotting of appliances on the live map, removing the need for manual 
interaction. This will also include senior officer location at incidents, at a later point when 
GPS location becomes available within their Emergency Services Network (ESN) devices. 

• Ability to view drone footage, body worn cameras or video imagery from within ICOS on 
the CU fixed IT hardware or a variety of portable devices. 

• ICOS is to be a cloud-based solution which supports the ICT digital strategy of cloud 
based first and allows for ease of multiple users. A hybrid solution will be installed on the 
CU to cover if there is a loss of data communications. 

• ICOS will be viewable from a variety of devices within the Brigade through a web-based 
application, to allow for maintenance to skills of personnel and the remote monitoring by 
senior officers. 

• Ability to update and view ICOS from various handheld portable devices including an 
App for Android/IOS devices. 

• The integration of current and new risk assessments to include Analytical and 
Environment risk assessments. Also, any other required documents that the LFB wish to 
utilise at incidents in the future. 

Alternative Options Considered and Consultation 

16. An alternative option is to maintain the use of CSS and upgrade to the latest version 1.8. 
However, CSS also does not have the ability to receive imagery from drone or body worn 
cameras.  
 

17. There is an uncertainty as to whether further updates of CSS will be available and in what format 
they will be cloud or vehicle based. This would cause uncertainty going forward with knowing 
whether the existing CSS platform would be updated/upgraded to meet the needs now and in 
the future for the LFB. 
 

18. LFB would not have a roadmap going forward for the implementation of the points mentioned 
within paragraph 15 of this document.  



Objectives and Expected Outcomes 

19.  The objective of this report is to replace the existing CSS with a new ICOS that will integrate with 
existing Brigade systems and pave the way for the use of many new functions at the incident 
ground.  
 

20. The ICOS tender will have an optimal ten-year contract to tie into the command unit replacement 
vehicle procurement which have an expected twelve-year life span. This will allow for the LFB to 
then look to at new developments and systems that come onto the market, or to extend the 
contract further. Through procuring a cloud solution, the ICOS platform will be very agile and the 
LFB will receive regular updates and upgrades to the software through annual licencing. CSS at 
present, the LFB would be required to pay for upgrades if they were available. 
 

21. The ten-year contract will also include an ongoing 24/7/365 support package and initial training 
by the supplier for the LFC personnel required to use it.  

22.  The initial training by the ICOS provider will be for up to three hundred personnel to include but 
not limited to: 

 

• Command unit personnel 

• Babcock’s Training trainers 

• Babcock Critical Services CU IT technicians 

• LFB IT support staff  

• Control operator trainers 

• Chosen operational officers. 
 

23. Through the LFB procuring a cloud-based solution, this will reduce the impact on the Brigade’s 
servers by the software central server being hosted within the cloud. 
 

24.  All issues/defects will be passed directly to the software suppliers via a call centre for resolution 
under the service licence agreement. This will reduce the impact and downtime on LFB ICT 
department trying to resolve issues that may occur within the software. At present any faults with 
CSS are dealt with by the LFB ICT department for resolution. 
 

25.  The access and interrogation of information within ICOS, as required for post incident reviews, 
will be through the LFB information access team following completion of the required data 
release paperwork. 
 

26.  Information and decisions recorded within ICOS can be played back during an incident. They 
can also be used at a performance review of command of the incident, to assist in the feedback 
and personal development of officers that attended the incident.  

 
27.  The use of deployable technology across the incident ground to give real time information 

updates within the ICOS on the command unit, which will include cameras and portable devices 
utilising a data connection.  

Finances 
 
Capital 
 





35. The revenue finances are required in advance of the ICOS go live within the new command units 
to allow the successful bidder and the LFB to integrate and test the software with data received 
from Brigade systems such as the Brigade mobilising system (Vision), the operational risk 
database, hydrant location database and the StARS. Until ICOS is integrated, we will not be able 
to carry out effective training on the software. 

 
Impacts 
 
36.  If authorisation to award the contract is not provided, the Brigade will be reliant upon an incident 

command system (CSS) that needs upgrading, without guarantee that it can be. Also, a system 
which has no formal support contract in place, and the costs of rectifying these are currently 
unknown. 
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37. CSS does not allow for the use of imagery such as drone or deployable cameras to be fed back to 
the command unit within the software, reducing the situational awareness of the incident 
commander at an incident. 

Equality Impact 
 
38. The London Fire Commissioner and decision takers are required to have due regard to the Public 

Sector Equality Duty (s149 of the Equality Act 2010) when taking decisions. This, in broad terms, 
involves understanding the potential impact of policy and decisions on different people, taking 
this into account and then evidencing how decisions were reached. 

39. The London Fire Commissioner and decision takers are required to have due regard to the Public 
Sector Equality Duty (s149 of the Equality Act 2010) when taking decisions. This, in broad terms, 
involves understanding the potential impact of policy and decisions on different people, taking 
this into account and then evidencing how decisions were reached. 

40. It is important to note that consideration of the Public Sector Equality Duty is not a one-off task. 
The duty must be fulfilled before taking a decision, at the time of taking a decision, and after the 
decision has been taken. 

41. The protected characteristics are: Age, Disability, Gender reassignment, Pregnancy and 
maternity, Marriage, and civil partnership (but only in respect of the requirements to have due 
regard to the need to eliminate discrimination), Race (ethnic or national origins, colour, or 
nationality), Religion or belief (including lack of belief), Sex, Sexual orientation. 
 

42. The Public Sector Equality Duty requires us, in the exercise of all our functions (i.e., everything 
we do), to have due regard to the need to: 

(a) Eliminate discrimination, harassment and victimisation and other prohibited conduct. 

(b) Advance equality of opportunity between people who share a relevant protected 

characteristic and persons who do not share it. 

(c) Foster good relations between people who share a relevant protected characteristic and 

persons who do not share it. 

 



43. Having due regard to the need to advance equality of opportunity between persons who share a 
relevant protected characteristic and persons who do not share it involves having due regard to 
the need to: 

 
(a) remove or minimise disadvantages suffered by persons who share a relevant protected 

characteristic where those disadvantages are connected to that characteristic. 
(b) take steps to meet the needs of persons who share a relevant protected characteristic 

that are different from the needs of persons who do not share it. 
(c) encourage persons who share a relevant protected characteristic to participate in public 

life or in any other activity in which participation by such persons is disproportionately 
low. 

 
44.  The steps involved in meeting the needs of disabled persons that are different from the needs of 

persons who are not disabled include, in particular, steps to take account of disabled persons' 
disabilities. 
 

45.  Having due regard to the need to foster good relations between persons who share a relevant 
protected characteristic and persons who do not share it involves having due regard to the need 
to— 

(a) tackle prejudice, and 
(b)    promote understanding. 

 
46.  There have been some negative impacts on equality that have been identified within the impact 

assessment process, by the introduction of a new incident command control system. The project 
team are working with the disability working group, neurodiversity and wellbeing champions to 
understand these impacts and to work to alleviate/mitigate them. 
 

Procurement and Sustainability 
 
47.  A procurement was carried out utilising the OJEU restricted process.  An advert was published 

on 23 November 2019 with a return date for completed supplier questionnaires of 14 February 
2020. 43 expressions of interest were received and by the deadline for responses, ten supplier 
questionnaires had been received. During the evaluation period one supplier withdrew from the 
process.  All the remaining nine suppliers were invited to submit a tender. 

48.  By the deadline for receipt of tenders, six responses were received.  The evaluation is being 
carried out in two stages. 

• Stage one is the evaluation of the method statement and tender.  The evaluation consists 
of mandatory pass/fail criteria in relation to the security of the system.  The price element 
is weighted at 30 percent, the quality element is weighted at 60 percent, and 
sustainability/social value is weighted at 10 per cent. 

• Stage two is the user acceptance testing of the proposed solution and is weighted at 60%.  
This section includes a presentation and demonstration from the top two scoring 
suppliers.  Members of the evaluation team will then test the system to confirm if it has all 
the functionalities set out in the user acceptance testing spreadsheet published with the 
tender documents. 

• When all the evaluations have been completed the scores will be collated and the 
winning bidder identified. 
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