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Executive Summary 
The report seeks approval for a new Cyber Security Policy (CSP) which defines objectives and 
guidelines in relation to cyber security for the Brigade. The policy, designed largely for ICT staff, is 
designed to provide a basis on which the Brigade provides and maintains a secure environment for its 
information assets across its ICT estate. This will encompass personnel, physical, procedural and 
technical controls as needed, and expectation is (e.g. from internal audit) that it is signed off at 

corporate level. 

Recommended decision 
For the London Fire Commissioner 

That the London Fire Commissioner approves the cyber security policy (attached as an appendix to 
this paper). 

Introduction and background 

This decision was remotely
signed on 26 May 2021



1. An ever-increasing number of public and private sector organisations are being targeted by 
cyber-attacks. Successful attacks are often reported widely in the media but many attacks are not 
reported and therefore the extent of the issue facing all organisations is often not recognised. 

2. A successful cyber-attack can have a devastating impact upon an organisation; in some cases, 
meaning that the organisation is unable to continue to deliver their normal business operations. 
Depending on the type of organisation, the impacts can range from financial loss, to the inability 
to discharge their statutory responsibilities. 

3. Defences against cyber-attacks, range from dedicated cyber defence systems such as the 
Brigade’s Darktrace Immune System product, to training/awareness initiatives to support ‘safe’ 
behaviours by users of all Brigade computer systems. 

4. The Brigade has worked with specialist in the cyber-security field to produce a specific policy 
which outlines the steps it will take to defend the Brigade’s ICT infrastructure from cyber-attack.  

The cyber security policy 
5. The new cyber security policy – which should be read in conjunction with the existing 

Information Security Strategy (published as policy 443) – s designed largely for ICT staff and the 
expectation is (i.e. from internal audit) that it is signed off at corporate level. This policy is based 
on the guidance issued through the National Cyber Security Centre’s (NCSC) cyber essentials 
scheme and “10 steps to cyber security”   along with applicable industry best practice. 

6. The policy sets out our objectives and approach in relation to cyber defence and covers the 
following main areas:  

• Information risk management regime 

• Secure configuration of computer systems 

• Management of security and other patches to systems 

• Network security 

• User access control / education and awareness 

• Security Incident management 

• Virus / malware prevention and protection 

• Monitoring the environment  

• Removable media controls (for example, USB) 

• Home and mobile working 
 

7. The new policy has been discussed with the ICT management team and the ICT Security 
Manager. In addition, the new policy was an agenda item at the inaugural meeting of the ICT 
Security Forum on 5 March 2021. The policy was circulated to board members for comment/ 
feedback, and any comments received have been included in the policy.  

Objectives and expected outcomes 
8. The objective is to put in place a policy that sets out how ICT will implement and manage 

personnel, physical, procedural and technical controls to ensure that the Brigade mitigates the 
risk from a potential cyber-attack. 

9. Once in place, ICT staff will have access to a defined statement of how they are expected to 
maintain a secure environment for ICT assets across the estate. In addition, the policy contains a 
set of policy statements which taken together provide an overarching approach to ensuring that 
users are kept informed of their responsibilities by ICT staff. This will be via the introduction of 



security awareness training,  leading to an enhanced security-conscious culture running through 
the organisation 

Impacts 
 

Equality impact 
10. The London Fire Commissioner and decision takers are required to have due regard to the Public 

Sector Equality Duty (s149 of the Equality Act 2010) when taking decisions. This in broad terms 
involves understanding the potential impact of policy and decisions on different people, taking 
this into account and then evidencing how decisions were reached. 

11. It is important to note that consideration of the Public Sector Equality Duty is not a one-off task. 
The duty must be fulfilled before taking a decision, at the time of taking a decision, and after the 
decision has been taken. 

12. The protected characteristics are: Age, Disability, Gender reassignment, Pregnancy and 
maternity, Marriage and civil partnership (but only in respect of the requirements to have due 
regard to the need to eliminate discrimination), Race (ethnic or national origins, colour or 
nationality), Religion or belief (including lack of belief), Sex, Sexual orientation. 

13. The Public Sector Equality Duty requires us, in the exercise of all our functions (i.e. everything we 
do), to have due regard to the need to: 

a) Eliminate discrimination, harassment and victimisation and other prohibited conduct. 
b) Advance equality of opportunity between people who share a relevant protected 

characteristic and persons who do not share it. 
c) Foster good relations between people who share a relevant protected characteristic and 

persons who do not share it. 
 

14. Having due regard to the need to advance equality of opportunity between persons who share a 
relevant protected characteristic and persons who do not share it involves having due regard to 
the need to: 

a) remove or minimise disadvantages suffered by persons who share a relevant protected 
characteristic where those disadvantages are connected to that characteristic; 

b) take steps to meet the needs of persons who share a relevant protected characteristic that 
are different from the needs of persons who do not share it; 

c) encourage persons who share a relevant protected characteristic to participate in public 
life or in any other activity in which participation by such persons is disproportionately 
low. 
 

15. The steps involved in meeting the needs of disabled persons that are different from the needs of 
persons who are not disabled include, in particular, steps to take account of disabled persons' 
disabilities. 

16. Having due regard to the need to foster good relations between persons who share a relevant 
protected characteristic and persons who do not share it involves having due regard to the need 
to— 

a) tackle prejudice, and 
b) promote understanding. 

 



17. An EIA has been conducted for the proposed new cyber security policy as this is about the 
approach to managing cyber security risk at the Brigade which involves interaction with mainly 
ICT staff. Overall, this EIA has identified a low impact on equality. It did identify a potential impact 
for those with a learning disability, such as dyslexia or neurodiversity conditions, as the policy is 
largely text based. The planned mitigation is that the implementation of the policy and the actions 
required of ICT staff is a collective experience facilitated through conversations, meetings, 
training, awareness raising and feedback. Naturally, this will include those ICT staff with a 
learning disability, and they will be engaged with so that the actions that the policy requires are 
accessible and known to them. We are also exploring alternative ways of conveying policy 
objectives and actions through different visual presentation methods. 

Procurement and sustainability 
18. There are no procurement or sustainability implications 

Strategic Drivers  
19. A healthy cyber security culture is essential for the Brigade as ICT systems and information 

underpin all Brigade activities and operate in the context of the wider “digitally connected” world. 

20. Safeguarding our information and systems from hostile external actors will ensure that the 
Brigade continues to operate its core systems and will ensure that the Brigade can continue to be 
”trusted to serve and protect London”;  

21. The new cyber security policy supports the TDP pillar “delivering excellence” by ensuring that 
all reasonable steps have been taken to defend against cyber threats, protecting Brigade systems 
from disruption.  

Workforce impact 
22. The new cyber policy will not have any impact upon the workforce. It is predominantly aimed at 

ICT staff.  

Finance comments 
23. This report recommends that the London Fire Commissioner approves the new Cyber Security 

Policy. The Cyber Security policy does not have any financial implications at this stage, 
however, should implementation of the policy result in additional costs these should be 
contained within the current resources. 

Legal comments  
24. Section 1 of the Fire Services and Rescue Act 2004 (‘the Act’) provides that the London Fire 

Commissioner is the fire and rescue authority for Greater London. Under section 5A of the Act, 
the Commissioner as a relevant fire and rescue authority, may do anything he considers 
appropriate including anything incidental or indirectly incidental for the purpose of carrying out 
his functions. 

25. The recommendation to approve a new policy is within the powers of the Commissioner.  

26. The LFC Scheme of Governance (May 2020) gives delegated authority to the Head of Service to 
approve ongoing changes to policies and procedures of which they are the designated custodian.  

27. This report is presented to the Commissioner following a recommendation from Internal Audit 
that this matter receive such this level of oversight. 
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