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LONDON FIRE BRIGADE london-fire.gov.uk

Freedom of Information request reference number: 7488.1
Date of response: 01 June 2023
Request:

We would be grateful if you could help in answering our request for information for the following questions;
answering for A-J on questions 1-8.

a) Photocopiers/MFDs (Multi-Functional Device)
b) Printers

c) Print room / reprographic

d) Desktops

e) Laptops

f) Displays

g) Network

h) cyber security

i) Audio Visual

j) infrastructure

Q1. Please name all the IT resellers that you have contacts with and buy from.

Q2. What is the length of the contracts, more specifically their end date, with the named IT resellers in question
1.

Q3. What year and month is the next hardware refresh due?

Q4. Please name the number of devices deployed by the NHS/Fire service/university/council/school?

Q5. In reply to question 4, which department/facility are those located?

Q6. Please name the brand and model of the devices mentioned and the spend for each product.

Q7. Details on how these were procured. i.e. By Framework

i. Procurement method

ii. If Framework, please state which one.

Q8. Do you normally purchase equipment as services or as a capital?

Q9. What is your annual print/copy volume and spend?

Q10. Who is the person(s) within your organization responsible for the MFD's, print hardware, and supplies
contract(s)? Please provide their title and their contact details.

Q11. Who is responsible for purchasing end user devices such as laptops, desktops, networking, infrastructure,
cyber security, displays and accessories? Please provide their title, and their contact details.

Response:

Please see my response to each of your queries in turn below:

Q1. Please name all the IT resellers that you have contacts with and buy from.

Q2. What is the length of the contracts, more specifically their end date, with the named IT resellers in question
1

Q3. What year and month is the next hardware refresh due?

For your questions one to three, | would like to direct you to the London Datastore website which publishes
information the Brigade routinely makes available to the public.
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https://data.london.gov.uk/publisher/lfb?q=fire

The Local Government Transparency Code 2015 requires the publication of the details of every contract,
commissioned activity (including external consultants), purchase order, framework agreement and any other
legally enforceable agreement with a value that exceeds £5,000. The London Fire Commissioner scheme of

governance provides for tenders for purchases of £10,000 or more in value

The LFB current contracts list is updated quarterly and can be accessed via the following link:

https://data.london.gov.uk/dataset/Ifepa-procurement-information---current-contracts

In addition, details of any purchase orders of between £5,000 and £10,000 are also available on the London
Datastore here and this data is updated on a quarterly basis.

All payments of £250 or more are published monthly and are available for the current year here.

Q4. Please name the number of devices deployed by the NHS/Fire service/university/council/school?
Q6. Please name the brand and model of the devices mentioned and the spend for each product.

. Q4. Response:
Q6. Make and model of devices Number of devices
. iRADV4535i 10
N camon  [wdvessss :
iRADVDXC257i 127
b) Printers N/A - 282 desktop printers were disposed of in 2022.
Konica Accurio Print C3070L 3
¢) Print room / Minolta Bizhub 364E 1
reprographic Epson SC-T5400MXJ 1
HP Design Jet T930 1
HP Compag 6200 Pro SFF PC 1
HP Compagq Pro 6300 SFF 1
HP EliteDesk 800 G1 SFF 1
HP ProDesk 600 G1 SFF 20
HP ProDesk 600 G2 SFF 26
HP ProDesk 600 G3 SFF 40
HP HP ProDesk 600 G4 SFF 12
HP ProDesk 600 G5 SFF 4
HP ProDesk 600 G6 Small Form
d) Desktops Factor PC 1
HP xw6600 Workstation 1
HP Z4 G4 Workstation 1
HP Z440 Workstation 6
HP 2840 Workstation 2
Acrosser AIV-HM76V0 36
5810Q 31
10Zig 5848qc 2,169
5848QDC 1
HP ProBook 450 G2 1
HP ProBook 470 G5 1
HP ProBook 640 G2 1
HP ProBook 650 G1 40
HP ProBook 650 G2 137
HP ProBook 650 G3 19
e) Laptops HP HP ProBook 650 G4 33
HP ProBook 650 G5 97
HP ProBook 650 G8 116
HP ZBook Firefly 15 G7 11
HP ZBook Firefly 15 G7 Mobile .
Workstation
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https://data.london.gov.uk/dataset/lfepa-procurement-information---current-contracts
https://data.london.gov.uk/dataset/lfepa-procurement-information-purchase-order-f5-000-to-f10-000
https://data.london.gov.uk/dataset/lfb-payments-over-f250---2022-23
https://www.london-fire.gov.uk/media/6505/foia-64531.pdf

MacBook Pro 13" 1

Apple MacBook Pro 15" Retina 1
iMac 27" 4
ViewSonic 21.5IN LED 1,574
f) Displays HP E243i 992
E243M 323
AIR-CT5520-K9 2
AIR-MSE_3365-K9 1
ASA5585-S5P-20 4
Cisco 877 1
PI-UCS APL-K9 1
C3750G-24T-S 1
C3750G-24TS-S 1
g) Network Cisco C3750X-24T-5 1
C9200L-48P-4G 50
Cisco 2801 4
Cisco Nexus 31108PC-V 4
ISR 4331/K9 104
WS-C3750E-24TD-S 12
WS-C3750E-48TD-S 1
WS-C3750G-24T-S 4

h) cyber security

| can confirm the LFB holds this information, however we are choosing to
withhold it from release via section 24 of the FOIA - National Security as
disclosing the information being requested would or would be likely to,
prejudice the purpose of safeguarding national security.

Although the section 24 exemption applies, this is not an absolute exemption
and the Authority is required to consider a public interest test. This requires us
to consider whether the public interest in withholding the information outweighs
the public interest in disclosure. | have set out our public interest test
considerations for and against disclosure below:

Considerations supporting disclosure:

e the public's right to information held by public authorities.

o disclosure would be consistent with government aims to improve
accountability and transparency in the operation of public
organisations.

e itcould be argued there is a public interest in the disclosure of
information on cyber security, firewalls and other computer-related
security measures as it would provide the public with assurance that
the Authority's IT systems are protected appropriately.

Considerations against disclosure:

e Whilst the public has a right to know that IT systems are secure from
any external threats, by supplying the name, description of services
and brand/s of any system in place would give individuals key
components needed to potentially weaken those security
measures.

o Disclosing such details, may undermine our ability to secure our
information and systems and this may harm our ability to secure the
safety and security of the citizens and visitors of London and would
not be in the public interest.

¢ It would not be in the public interest to disclose information that
may undermine public safety or undermine law enforcement
colleagues thereby assisting those who are intent on endangering
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https://www.legislation.gov.uk/ukpga/2000/36/section/24

national security or threatening the safety and security of the
citizens and visitors to London.
| therefore conclude that the public interest in maintaining this exemption and
not disclosing contractual information for our cyber security/firewalls outweighs
the public interest in favor of disclosure. | believe that, should the Authority
disclose the information you have requested, it would, or would be likely to,
prejudice any ongoing work that may be taking place to enhance our systems
and defend them from attack.
: o Polycom GC8. 26
i) Audio Visual Studio PO09 27
Lenovo ThinkCentre M920q Tiny 27
Cisco WLC 5508 2
HP HP ProLiant DL360 G9 2
ForcePoint V10000 G4 2
Checkpoint VSX-3Cbps 2
RSA Secureid 800 75
SIM Only SIM Only 4
HP ProLiant BL620c G7 1
HP ProLiant DL360 G4p 1
HP ProLiant DL360 G9 2
HP ProLiant DL380 G3 1
HP ProLiant DL380 G4 1
J) infrastructure HP HP ProLiant DL385p G8 1
HP StoreEver MSL 4048 2
ProLiant DL180 Gen9 2
ProLiant DL360 G4p 1
ProLiant DL360 Gen9 2
ProLiant DL385p Gen8 3
PowerEdge 1950 1
PowerEdge R210 5
Dell PowerEdge R340 2
PowerEdge R430 1
PowerEdge R640 4
PowerEdge R740 2

Q5. In reply to question 4, which department/facility are those located?

The devices are spread across a large estate portfolio of around 115 buildings.
Q7. Details on how these were procured. i.e. By Framework

i. Procurement method

ii. If Framework, please state which one.

I would like to direct you to the London Datastore website which publishes information the Brigade routinely
makes available to the public.

The Local Government Transparency Code 2015 requires the publication of the details of every contract,
commissioned activity (including external consultants), purchase order, framework agreement and any other
legally enforceable agreement with a value that exceeds £5,000. The London Fire Commissioner scheme of
governance provides for tenders for purchases of £10,000 or more in value

The LFB current contracts list is updated quarterly and can be accessed via the following link:

https://data.london.gov.uk/dataset/Ifepa-procurement-information---current-contracts

Q8. Do you normally purchase equipment as services or as a capital?
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Both.
Q9. What is your annual print/copy volume and spend?

I would like to direct you to the London Datastore website which publishes information the Brigade routinely
makes available to the public.

The Local Government Transparency Code 2015 requires the publication of the details of every contract,
commissioned activity (including external consultants), purchase order, framework agreement and any other
legally enforceable agreement with a value that exceeds £5,000. The London Fire Commissioner scheme of
governance provides for tenders for purchases of £10,000 or more in value

The LFB current contracts list is updated quarterly and can be accessed via the following link:

https://data.london.gov.uk/dataset/Ifepa-procurement-information---current-contracts

Q70. Who is the person(s) within your organization responsible for the MFD's, print hardware, and supplies
contract(s)? Please provide their title and their contact details.

The person responsible for each contract is the Head of the Department listed under ‘Team Name'in the
published contracts list. They can be contacted through the LFB number 0208 555 1200:

https://data.london.gov.uk/dataset/Ifepa-procurement-information---current-contracts

Q11. Who is responsible for purchasing end user devices such as laptops, desktops, networking, infrastructure,
cyber security, displays and accessories? Please provide their title, and their contact details

The person responsible for each contract is the Head of the Department listed under ‘Team Name'in the
published contracts list. They can be contacted through the LFB number 0208 555 1200:

https://data.london.gov.uk/dataset/Ifepa-procurement-information---current-contracts

We have dealt with your request under the Freedom of Information Act 2000. For more information about this
process please see the guidance we publish about making a request on our website.
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