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LONDON FIRE BRIGADE

Freedom of Information request reference number: 9164.1
Date of response: 18/11/2024
Request:

I would like to request the following under the Freedom of Information Act, to be sent to me
electronically: 1) A copy of the LFC cyber-defence system contract which replaced the previous
contract in July 2023, and any other relevant documents related to the procurement 2) Details of the
procurement process for the above contract 3) A copy of the most up-to-date version of your Cyber
security policy

Response:

Further to your request, please see below for redacted copies of the documents. The procurement
process is included in the document 7708 IPP Cyber Defence System. Personal information has been
removed from the contract under section 40 of the FOIA — Personal Information.

A copy of the recent Cyber security policy is available online so is exempt from release under section 21
of the FOIA — information reasonably accessible by other means. A copy of the policy can be found
here: https://www.london-fire.gov.uk/media/5814/Ifc-0514x-cyber-security-policy-d.pdf.

We have dealt with your request under the Freedom of Information Act 2000. For more information
about this process please see the guidance we publish about making a request on our website:
https://www.london-fire.gov.uk/about-us/transparency/request-information-from-us/
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1 Port A - Reguirements of Change
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1.2 3ervices Amended by Change
M A

1.3 Benefils of Change
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1.5 Speclilc Customer Notes
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2 Part B = Proposed Solution
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3 Part C = Authority te Proceed

Change Control Note

CCH Number: LFECTHNODZE

Fart C: Authority to PFroceed
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Appendix A

Additional MNotes for Document Completion

3.1 Addifonal Nobes for Completion of Part A
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Provwicderr heas besern linsisinga lew ezreseales Triee
ML

Urgent Change?

Ihe defoult pricrty for @ Controct Changs
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3.2 Addilional Notes for Completion of Part B

A checkist of points to consider when complefing COM Part B s cs followes:

Ho. Consideratiocn Check=% /N

I Assaszmnant of the impact lincluding benefits) on the Senvices
raned Seomvicnes Desweals,

2 Ausezssrricrril ol The: irspaescz] o T risk paresliler aal Tk Seendicons
andfor the Confroct.

3 Aoy czhicarpges Lo Subs coonlreaczlivngy carrcaripgezrmiezeal s rezequireaed. Chvarase: o

Thiez spwezccilies prednls Lo o:hiezek in redaliorn Loy Thee Sherggess fim oecezorodoncze: wilb e Chaargges)
carez ray loddlowas:

Hao. Caonsideration Check="/N

4 Wtaeorer o1 rexcduac: licon i Chicanggeas is bacsiniga parcpanseend, car anabysis ol | Clbeoome: an
bz exeosl rezeduezlicors Iheal well foor sheaded) baer cacchiczwered ex e reaall ilezrri.
of the prooosed Confroct Change.

5 Wbaorer Tbiez Serrvice: Prosicdesr prosprosess can inczeeeose: in Chiorggeoes, Chwarime: o
the increcse mast be justified by incdwding an analysis of the item.
resasors why costs will e impacted by the channe. Supparting
cdesczurriezrilealicorn is Lo baer prreawicdrsed.

4 Ersure thast ary increase in the Charges is consistent with the o
charging prirciples for the Sendoes.
Signature:
Email: lendon-fire.gov.uk
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LONDON FIRE BRIGADE

Invitation to Provide
a Proposal for
Supply of a Cyber-
Threat Detection

and Defence System
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SECTION A: INSTRUCTIONS AND TENDER REQUIREMENTS
1. Key Information for Tenderers

1.1.  The London Fire Commizsioner (" The Commissioner’) iz zeeking a proposal ("the Tender™) for
the Supply of a Cyber-Threat Detection and Defence System under the Pan-London ICT
Framewaork, in accordance with the attached documents_

1.2, The Agreement will be for a Term of three years commencing in July 2023 with the option to
extend by two further years.

1.3.  The Tenderer iz required to zubmit a Tender proposzal, with all information requested in Part B of
thiz document, by the Tender Responze deadline stated below.

1.4.  Tenders must be open for acceptance for a peried of six monthz following the deadline for
submission of tenders.

1.5.  Belowiz atimetable of the contract award process that the Commizzsioner will ke following.

ACTIVITY Date
Publication of the Invitation to Provide a Proposal Wednezday 1% March 2023
Ceadline for submiszsion of a Tender to the Commissioner Comiract | 5pm  Friday 24" March
{"Tender Submission Deadline”) 2023
Contract Award Date By end of June 2023
Expected commencement date for the Contract Juby 2023

16.  The Commizsioner reserves the right to alter this imetable.

2 Conditions for Tendering

2.1. Perzons proposing to submit a Tender are advized first to read the Invitation to Tender carefully
to ensure that they are fully familiar with the nature and extent of the obligations to be accepted
by them if their Tender is accepted. Mo claimsz by the Contractor for additicnal payments will be
allowed on the grounds of misunderstanding or misinterpretation due to lack of knowledge of
the requirements set out in the Invitation to Tender.

22 Mo alterationz may be made to any responze document required to be submitted with your
tender rezponze. Any alteration made may rezult in your tender being rejected.

23.  The Tender must not be:
23.1. qualified; or
232 conditional; or

233 accompanied by statementz which could be construed az rendering it equivocal and/or
submitted on a different footing from thoze of other Tenderers.

March 2023 Page 3
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24 The Commizsioner is not bound to accept the lowest or any Tender and shall not be rezponsible
for any costs in connection with the preparation thereof. If and when a Tender iz accepted a
written notification will be zent to each Tenderer.

25 Tender prices shall be fixed and inclusive of everything required to supply the Goods and
Services but exclusive of Value Added Tax.

26  The Commissioner may decide not to award a confract to the tenderer submitting the most
economically advantageous tender where it has establizhed that the Tender doez not comply
with applicable obligations in the fields of environmental, social and labouwr law establizhed by
EU law, national law, collective agreements or by the international environmental, social and
labour law provizions listed in the Public Contracts Directive (2014/24/EU) as amended from
time to time.

27 Should a Tenderer be in doubt as to the interpretation of any part of the Invitation to Tender they
should zubmit their enguiny by email.

3. Submission of Tenders

3.1.  All documents, dizcussions and meetings will be conducted in English. Tenders and supporting
decuments must be priced in Pound Sterling (£) and all payments under the contract will be made
in Pound Sterling. Price variances will be conzidered only at the contract review opportunitiez
exprezsly stated in the contract.

32 Tenderers thould zubmit their Tender document and all required zupporting documentation via
email by no later than the Tender Submizsion Deadline. Pleaze note that incomplete or late
submizsions may be rejected prior to evaluation.

33. Tenderers must return completed documentation from all requirements in Section B of the
Invitation to Tender. Failure to comply fully may render your tender imvalid.

34 Tenderers shall submit their solution in the form et out in Section B with their Tender as a separate
document.

35 Asthe responze of the successiul Tenderer will be incorporated into the Agreement between the
parties, it iz vital that method statements, proposed solutions or claimz are realistic and thorough but
do not contain promizes of a level of zervice which cannot be provided, achieved or maintained.

36.  The successful Tenderer may be required to provide a parent company guarantee prior to the
Commizsioner entering into a contract. Thiz will be largely in the form shown in the contract.

37. To reduce the impact on the environment, Tendererz are requested not to submit amy
promotional or marketing material with their Tender.

4. Tender Evaluation

4.1. The Commizsioner will evaluate the Tenders in accordance with the award criteria detailed in thiz
ITT and az part of the evaluation precess will zelect from the valid and compliant Tenders received,
the Contractor that achieves the highezt zcore against the award criteria.

4.2, The Commizsioner will aszess responzes in accordance with the following award criteria:

March 2023 Page 4
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Technical criteria !Emted at Eﬂﬂ!

0 all of the technical criteria assessment will be based on responses to Saction B.
0 weightings are provided for each section and for each sub-section

Commercial criteria (weighted at 30%)
O Full cost for the hardware, software, license and support to meet this tender requirement.

0 Installation and configuration services (incl. training services)

Responsible Procurement Guidance [weighted at 109%])

[ Response to Section &

43. Score: forthe Tender against the award criteria will be evaluated on the basis of "1" to °5" az set
out in the table below:

Score | Percentage | Classification | Evaluation Description
Mo rezponze, or a rezponze which does not

0 0% None address the criteria.
The responze is of a very poor standard, which
partially addresses, but has significant
] 20% Very Poor omizsions leaving the Commissioner

with a zignificant lack of confidence that
the solution will meet the Commissioner
“s requirements.
The responze iz of a poor standard, which
partially addreszes the criteria and leaves
2 405 Poor the Commissioner lacking confidence
that the solution will meet the
Commizsioner 'z requirements.
The response iz of a good standard, fully
addressing the required criteria and
3 &0% Average leaving the Commizsioner with
confidence that the solution will meet the
Commissioner s requirements...
The rezponsze is of a high standard, fully
addressing the required criteria and
4 E0% GCood leaving the Commizssioner with a high
level of confidence that the solution will
meet the Commissioner ‘s requirement.
The responsze iz of a very high standard, fully
addrezsing the required criteria leaving
5 100% Excellent the Commizsioner with a very high level
of confidence that the solution will meet
the Commizsioner "z requirements.
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44

45,

46

47.

48

5.1

6.1.

6.2,

63.

6.4

The Commissioner will evaluate the qualitative Tender responzes in accordance with the above
scoring matrix. The zcore will then be applied to the section weighting to give a weighted zcore
for each qualitative criteria.

Where ‘'no evidence” iz given, such that a zero score is recorded, then groundz will exizt for
exchuding that Tender from further consideration. For any Tenders 0 excluded, the relevant price
score will alzo be excluded from the evaluation.

Price will be evaluated on the basiz of awarding the full percentage points available for each
criterion to the lowest priced bid. A percentage score proportionate to the lowest price will be
awarded to the other tendered prices using the following calculation:

Lowest Tender price  x  price criteria weighting = % Score
Tender price

Combining both the score for the qualitative and pricing elements, the Commizsioner will select the
mast economically advantageous Tender with the highest score against the Tender avaluation
criteria.

The Commizsioner iz not bound to accept the lowest or any Tender which iz non compliant with

the Statement of Requirements. If and when a Tender iz accepted a written notification will be
sent to each Tenderer.

Specification

Full details of the reguirements for the supply of a cyber-threat detection and defence
system are set out at Annex A

Responsible Procurement Guidance

The Commizsion is a signatory to the GLA Group Responsible Procurement Policy and expects
Contract Managers and Suppliers to work towards improvements across all relevant themes
throughout the delivery of goods and services.

Suppliers are required to provide details of any relevant product certification OR where uze of
theze certification standards iz conzidered unsuitable, or Suppliers are unable to offer certified
products, Suppliers must:
i.Discloze the propozed sites of production for the contract and all Sub Contractors ;
and

ii_Provide evidence to demonstrate they and their subcontractors meet the ET1 Baze
Code.

Suppliers are required to dizclose details of any zero hours contracts to be used in the delivery of
the Services.

Tenderers are required to provide a valid copy of intemational standard certification such as
I5314001/15050001/1501 404015055000 . where relevant.
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SECTION B: TENDER RESPOMNSE REQUIREMENTS
1. Method Statement

1.1. Tenderers are required to submit a method statement with their Tender which will be used in the
tender evaluation process.

1.2. The method statement providez Tenderers with the opportunity to demonstrate their propozalz
for delivering quality services asseszed against the evaluation criteria.

1.3. Asthe method statement of the successful Tenderer will be incorporated into the Agreement
between the parties, it iz vital that the method statement iz realiztic and thorough but does not
contain promizes as to the level of service which cannot be provided, achieved or maintained.

1.4.  In preparing the method statement, the tenderer iz to addresz the following headings and in the

sequence as follows:
Ref Method Statement Questions Overall Weight |
Please detail your full solution methodology demonstrating how you meet
1 all of the Commissioner’s requirements ast out in the specdification and also 60%

provide full responzes to the questions set ocut below
Pleaze provide a firm owerall price for the initial 3 year contract (with a full

2 breakdown of pricing for each year) and confirm the fim price of the heo 30%
year extenszion option
3 Provide a full responze to the Responsible Procurement Cuidance 10%

Mandatory Information Required
Tenders are required to:
15. Submit a copy of their anti-bribery policy in their Tender.

1.6. Supply evidence with their Tender of the anti-colluzion policies and practices that the Tenderer has
implemented.

1.7.  Confirm with a YES/MNO answer in their tender and provide detailz of the uze of any Zero Hour
Contracts within their organization and that of any of their sub-contractors involved in directhy
delivering the contract to the Commizzioner .

1.8. Submit a copy of their Equality Policy in their Tender and detailz of any equality standards they have
mek.

1.8. Submit a valid certificate for an environmental quality standard based on the principlez of EN 150
14001 (or equivalent).

1.10. Provide a continuity plan for the continuing provizion of the supplies/services inthe event of a
demand, including an increased demand, for suppliez/zenvices in the event of an emergency in

their Tender.

1.11. Provide information detailing which elements of the work are to be subcontracted.

March 2023 Page 7

Page 19 of 29



Environment

1.2,

Outline how they will reduce the impact of their carbon emissionz on the ervironment. This
should include az a minimum identifying menitoring and reporting processes in place; priorty
areas for reducing emizsions related to the contract, and planned actionz and timeframesz to
address thoze priority areas.

Ethical Sourcing Guidelines

1935,

Provide a Slavery and Human Trafficking statement, if the Tenderer haz a turnover in exceszs of
£36 million.

. Demenstrate how they comply with the basic standardz of the ETl Bazse Code.

. Provide detailz of the main supply chain partners used for the production of the Goods to be

provided, including the location and registered number of the manufacturing site{s).

. For manufacturing zites not registered under any quality azsurance stheme, identify the quality

aszurance procedures that are maintained or show evidence of progress towards achieving
registration to a scheme.

Key Contracts

117

Provide relevant third-party certifications addrezsing ethical izsues within the Tenderers supply
chain or equivalent third-party certifications. Certification must be specific to the product or site
of production and a requirement to maintain up-to-date certification must be included in the
cortract.

. Verify compliance with the Base Code of the Ethical Trade Initigtive (ETI) (zee Appendix 3),

suppliers should provide a relevant third-party certification which covers the specific productz or
manufacturing zitez propozed for the contract. Tenderers are required to complete the Sedex
Self-Aszeszment Questionnaire (34Q) and submit thiz with their Tender. Alternatively, the
tenderer is required to:

* Dizclozse the proposed sites of production for the contract and all subcontractors,

*  Provide evidence to demonstrate they and their subcontractors meet the ET Bade
Code.

. Provide a Statement on Slavery and Human Trafficking in their supply chain with their tender, if

the tenderer has a turnowver in excezs of £36 million , to whom the requirements of Part & of the
Modem Slavery Act 2015 apply.

Waste

1.20.

1.21.

2.

Identify any take back schemes the Tenderer operates or that are operated on their behalf
related to thiz contract, if the Tenderer iz not part of the Distributor Take back Scheme.

Give any other azpect which the Tenderer considers to be generally necezzary.

Form of Tender
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To: The London Fire Commissioner
1/Wethe underzigned hereby offer to provide the Services sat out in the Invitation to Tender for the Charges
zet out atin the Tender.

igning this Form of Tender are i confirmation that the Tender has been fu
sompleted

Mo. of hours in a Business Diay

And |fwe agree that this Tender shall remain open for acceptance for six calendar months from the specified
date for receipt of thiz Tender. 1/We undertake that |/we have not communicated and will not communicate
to ary perzon other than the Commiszsioner the amount of thiz Tender and that Ifwe have not adjusted the
amount of the Tender in accordance with any arrangement between mefuz and any cther firm or compary.
1/ We undertake that 1/we have not:

1. Entered into any arrangement with amy other person with the aim of preventing a tender or fixing or
adjusting the amount of thiz Tender or the conditions on which the Tender iz made; or

2. Communicated to any person other than the Commizzioner the amount of thiz Tender except
where the dizclosure, in confidence, of the amount was neceszary to obtain quotationz for the
preparation of this Tender for insurance, performance bonds andfor contract guarantee bonds or
for professional advice required for the preparation of the Tender; or

3. Caused or induced any person to enter into such an arangement set out in paragraphs 1. and 2.

above; or

4. Communicated to the Commissioner the amourt or the approximate amount of any rival tender for
the Services; or

5. Committed any offence under the Prevention of Cormuption Actz 1882 to 1376 nor under Section
117 of the Local Covernment Act, 1972; or

6. (Offered or agreed to pay or give amy zum of money, inducement or valuable consideration directhy
or indirectly to any perzon for doing or having done or causing or having cauzed to be done in
relation to ary other Tender or proposed tender for the Services amy act or omission; or

7. Canwvassed any other persons refermed toin 1. above in connection with thiz Invitation to Tender; or
8. Contacted any officer of the Commissioner about any aspect of this invitation to Tender including
(bt without limitation) for the purposes of dizcussing the pozsible tranzfer to the employment of

the Tenderer of such officer for the purpozes of any rezulting Agreement or for zoliciting information
in connection with the Services.

I/We alzo undertake that Ifwe will not procure the doing of any acts ==t out in paragraphs 1. to 8. shove
before the specified hour and date for receipt of this Tender nor (in the event of this Tender being accepted)
shall Ifwe do zo0 while the resulting Agreement continues in force between us.

In thiz Form of Tender the word ~person™ inchedes any perzon, body or association, corporate or incorporate
and “arrangement” includes any arrangement whether formal or informal and whether legally binding or not.
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Crated

Full name of firm or company
(including  trading mame if
applicable)

Company Registration Mumber
VAT No

Signature (original required)

(in the case of a firm or company,
duly authorised to sign in that
behalfy

Mame in block capitals
Dresignation

Address

Pozt code
Telephone number
Fax. Mo

Email address
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Appendix 1 - The Ethical Trading Initiative Base Code

Part 1

Pleaze note that section 1.2 and 1.6.2 have been removed, and 1.6.1 has been slightly attered.

1.1

1.2,

1.3.

131

132

13.3.

134

135

1.4,

141.

14.2.

143

144

1.5.

151

152

EMPLOYMENT IS FREELY CHOSEM

. There iz no forced, bonded or imvoluntary prizon labour.

. Warkers are not required to lod ge "deposits” or their identity papers with their employer and are

free to leave their employer after reasonable notice.

NOT USED

WORKING CONDITIONS ARE SAFE AND HYGIENIC

A, safe and hygienic working environment zhall be provided, bearing in mind the prevailing
knowledge of the industry and of any specific hazardz. Adequate steps shall be taken to prevent
accidents and injury to health arising out of, associated with, or occurring in the courze of work, by
minimizing, zo far as iz reasonably practicable, the causzes of hazards inherent in the working

environment.

Workers shall receive regular and recorded health and zafety training, and such training shall be
repeated for new or reassigned workers.

Access to clean toilet facilities and to potable water, and, i appropriate, sanitary facilities for food
storage shall be provided.

Accommeodation, where provided., shall be clean, safe, and meet the basic needs of the workers.

The company cbserving the code shall assign rezponsibility for health and zafety to a senior
maragement representative.

CHILD LABOUR SHALL NOT BE USED

There zhall be no new recruitment of child labour.

Companies shall develop or participate in and contribute to policies and programmes which provide
for the transition of any child found to be performing child labour to enable her or him to sttend and
remain in quality education until no longer a child.

Children and young perzons under 18 shall not be employed at night or in hazardows conditions.
Thesze policies and procedures shall conform to the provizions of the relevant ILO standards.
LIVING WAGES ARE PAID

Wages and benefits paid for a standard working week meet, at a minimum, national legal standards
or industry benchmark standardsz, whichever iz higher. In any event wages should alwayz be enough
to meet basic needs and to provide some dizcretionary income.

All warkers shall be provided with written and understandable Information about their employment

conditions in respect to wages before they enter employment and about the particulars of their
wages forthe pay peried concemed each time that they are paid.
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15.3. Dreductions from wages as a disciplinary measure shall not be permitted nor zhall any deductions

from wages not provided for by national law be permitted without the expressed permission of the
worker concerned. All dizziplinary measures should be recorded.

1.6, WORKING HOURS ARE NOT EXCESSIVE

1.6.1. Working hours comply with at least UK national laws and benchmark industry standards, whichewver
affords greater protection.
1.6.2. Mot used.

1.7. NHO DISCRIMINATION IS PRACTISED

1.7.1. There iz no discrimination in hiring, compensation, access to training, promotion, termination or
retirement based on race, caste, national origin, religion, age, dizshility, gender, marital stabus, sesxual
orientation, union memberzhip or political affiliation.

1.8. RECULAR EMPLOYMENT IS PROVIDED

1.8.1. To every extent possible work performed must be on the basis of recognised employment
relationship established through national law and practice.

1.8.2. Obligationz to employees under labour or social zecurity laws and regulations arizing from the
regular loryment relationship shall not be avoided through the uze of labour-only contractin
guiar emp P &
sub- contracting, or home-working arrangements, or through apprenticeship schemes where there
iz no real intent to impart skillz or provide regular employment, nor zhall any such obligations be
avoided through the excessive uze of fived-term confracts of employment.

1.2, HNO HARSH OR INHUMANE TREATMENT I5 ALLOWED

1.2.1. Physical abuz= or dizcipline, the threat of physical abuse, sexual or other harazsment and verbal
abusze or other forms of intimidation shall be prohibited.

Mote on the Provisions of this Code

The provizions of thiz code constibute minimum and not maximum standards, and thiz code should not be
uzed to prevent companies from exceeding these standards. Companies applying thiz code are expected
to comply with national and other applicable law and, where the provisionz of law and thiz Base Code
address the same subject, to apply that provizion which affords the greater protection.

Part 2 — Definitions.

2.1 Child : Ay person less than 15 years of age unless local minimum age law stipulates a higher age
forwork or mandatory schooling, in which case the higher age chall apply. f however, local
minimum age |aw is st at 14 years of age in accordance with developing country exceptions under
ILC Comvertion Mo. 11, the lower will apphy.

2.2. Young person: Amy worker over the age of a child az defined above and under the age of 15.

2.3_ Child labour: Any work by a child or young perzon younger than the age(z) specified in the above
definitions, which does not comply with the provisions of the relevant ILO standards, and amy work:
that iz [ikely to be hazardous or to interfere with the child's or young perzon's education, orto be
harmful to the child's or young person’s health or physical, mental, spirtual, moral or social
development

March 2023 Paga 12

Page 24 of 29



6.1.

6.2

63.

6.4

6.5,

6.6.

Appendix 2 -Blacklisting Policy

The Employment Relations Act 1599 (Blacklists) Regulations 200" states that no person shall
compile, use, zell or supply a prohibited list which a) contains details of persons who are or have
been memberz of the trade unions or persons who are taking part or have taken part in the
activities of trade unions, and b) iz compiled with a view to being used by employers or
employment agencies for the purposes of discrimination in relation to recruitment or in relation to
the treatment of workers_

The Commizsioner impeses strict cbligations upon all bidders and contractors in terms of
compliance with statutory provizions, including blacklisting such as required by the Employment
Relations Act 1999 (Blacklists) Regulation 20110 in fine with the provisions of the Employment
Relations Act 1999 (Blacklist=) Regulationz 2010, The Commizsioner iz of the view that
"blacklizting” may constitute prounds for dizcretionary exclusion under Regulation 57(8)2 of the
Public Contractz Regulations 2015,

The Commizsioner respects the rule of law in all our commitments and has a minimum standard
compliance with all law and regulation to which our businesses are subject. The Commizsioner
does not condone or tolerate Blacklisting.

The procurement process shall include questions and obligations upon bidderz to theze effects.
MNon compliance may result, where applicable, in a bidder being desslected from a procurement
procezs, or may result in a contract not being awarded, or may rezult in a contract being
terminated. if your company iz found to engage in blacklisting after the awarding of a contract, or it
comes to light that the company engaged in blacklisting in the past but has failed to declared this

in the tendering process, The Commiszioner will act to terminate the contract. Failure to comphy
will put The Commizsioner at risk and may rezult in potentially significant legal, financial,
reputational and perzonal conzequences.

The Commizsioner will consider business with a bidder or contractor who can demonatrate that it
has taken appropriate remedial steps, and has self cleanzed.

Remedial zteps may include the following actiona:
The provizion of an appropriate apolegy aclnowledging wrong-doing in relation to the
compiling, use, selling or supplying of blacklizts with the view of discriminating against workers
and/or the dizcrimination against an individual in termaz of their trade union memberzhip statuz;
The provizion of a statement regarding future conduct;

The collaboration with imvestigating authorities to clarify the facts and circumstancezina
comprehensive manner;

The implementation of concrete, technical, organizational and personnel measures that are
appropriate to prevent further eriminal offence or mizconduct:

Full compliance with any tribunal nuling; and
The payment of compensation in rezpect of any damage cauzed by any wrong-doing.
The bidder or contractor will be obliged to ensure they are fully compliant and aware of the

Blacklizting Policy. The Commizsioner will not be respensible for making a decision or azsessing
the rezpective bidder [ contractor with regards to itz Blacklisting status. The Commizsioner

expects all engagements to be compliant in line with the statutory provisions.
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Solution — Additional Questions

In this zection a response is required to all questions. Compliance with evaluation criteria and weighting
detailed in section 11 will be determined from tenderers responses to theze questions.

A number of mandatory requirements are detailed in APPENDIX 1. Tenderers must clearly indicate if
they meat each of the requirementz. If a tenderer does not meet all of the mandstory requirements,
then they shall be dizqualified from conzideration.

A number of qualitative questions are detailed in APPENDIX 2. Tenderers must respond to all
questionz. A weighting has been applied to each question. Rezponses to each question will be zcored
according to the table below.

APPENDIX 1 — Mandatory requirements

Tenderers must respond to all Questions

Failure to answer any of the sections befow will invalidote your tender respanse and will cause it to be excluded
from the competition.

requirement | articles/reviews,/specifications
{Yes

or No)?

Ref Requirement description Doves your Please use this section to describe either how your
proposal solution meets the requirement or to provide more
meet detail. Please include references to technical

M1 The solution must be capable of
learning a pattern of life for every
network,

device and uzer, correlating this
information to spot subtle
deviations and

lateral movement that indicate in-
progress threats

M2z The solution must be capable to
detect malvware, APTz, insider
threats as well az previously
unknown attacks, or ‘unknown
unknown’, Zero-day attacks

[ X E] The solution must be able to
intalligenthy auto-classify and
prioritize threats while still
supporting waorkflow and
collaboration

Ma The solution must provide 100%
neetwork: visibility in real time,
including visibility into Saas, Coud,
and virtualized environmenis
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APPENDIX 2 — Evaluation Questions

Tenderers must respond to all Questions
Failure to answer any of the sections befow will invalidote your tender respanse and will cause it to be excluded
from the competition.

Ref

sub-
Weighting
of 70%

20

Dwescribe how the proposed solution iz capable of unsupervized machine learning of
standard network activity and adaptive to normal organizational

business, and capable of recognising anomalous network activity.

If you feel you have ansewered this question previously, please refer to that answer in
your rezponas and do not re-type the same information.

i

Dreacribe how the proposed solution is capable of base lining a network emvironment in
real tirme without prior knowledge of the environment. If you feel you have anawered
thiz question previously, please refer to that anawer in your rezponse and do not re-
‘type the 3ame information.

10

Describe how the proposed solution learns a pattem of life for every network, device
and uzer, cormelating this information to zpot subtle deviations and lateral movement

that indicate in-progress threats

If you feel you have answered thiz question previously, please refer to that answer in

your rezponse and do not re-type the same information.

1

Dreacribe how the proposed solution is able to detect mahware, APTs, insider threats az
wiell a3 previously unknown attacks, or ‘unknown unknown', zero-day attacks and
WELAM encapsulation. If you fieel you have answered thiz question previously, plesze
refier to that answer in your response and do not re-type the same information.

10

Dascribe how the proposed solution intelligently auto-classifies and prioritizes threats
wihile =till supporting workflow and collaboration. If you feel you have answered thiz
question previcusly, please refer to that answer in your responze and do not re-type
the same information.

0

Demonstrate how the proposed solution provides 100% netwaork visibility in real time,
including visibdlity into Saas, Cloud, and virtualized

Environments. If you feel you have anawered this question previously, please refer to
that anzwer in your rezponze and do not re-type the same information.

a7

b 1]

Drezcribe how the proposed solution provides a register of all azzets detected on the
network. If you feel you have answered thiz question previously, please refer to that
answer in your response and do not re-type the same information.

10

Describe how the proposed solution is self-configuring: works automatically and does
neot require tuning or configuration to suit the specific network IF you feel you have
answered thiz quastion previously, please refer to that answer in your response and do
not re-type the zame information.

Flease provide details of your proposed support model TNinimum Requirements: 3-5

Helpdesk incl health checks, analyst support and hardware fixes). If you feel you have
anzwered thiz question previously, pleasze refer to that answer in your responze and do
not re-type the same information,

Alerting must be able to be outputted to emnail, M35, STEM::H:IMH&Buuiytmh. IF
you feel you hawe answered thiz question previously, pleaze refer to that answer in
your rezponse and do not re-type the zame information.
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Cyber Defence Specification

Purpose

The London Fire Brigade ("LFB") are looking to engage a supplier to supply a cyber-threat detection
and defence systern.

Requirements

Core Solution Requiremernts

The tender invites a single comprehensive responze to this requirement. LFB wish to procure an
unzupervized cyber threat detection and defence systern which will be deployed at the LFBs network:
down to device and user level to monitor and detect abnormal network: behaviour az well as threats
such as mahware and advanced perziztence threat (AFT). The zolution should be capable of operating in
respect of both on premize and cloud based infrastructure, including MS 365.

Tendererz should note the desired functionality detailed below in rezpect of amy sclution propozad:

*  The solution muzt be capable of unsupervised machine leaming of standard network activity
and adaptive to normal erganizational business, and capable of recognising anomalous network

*  The solution must have the capability of baze lining a network emvironment in real time without
prior knowledge of the ervironment and support update to the new normal.

*  The solution muzt be capable of leaming the pattern of life for every network, device, and user,
correlating thiz information to spot subtle deviations and lateral movement that indicate in
progress threats.

*  The solution muzt be able to detect previcusly unknown attacks, or ‘unknown unknown’, zero
day attacks.

*  The solution must be able to detect not only malware, but alzo AFTa and insider threat

*  The solution should not zolehy rely on rules or signatures, but rather Bayesian statistical models,
behavioural analysis and unsupervized machine leaming to more accurately detect real world
threats

*  The solution should be able to intelligently auto-classify and prioritize threats, supporting
workflow and collaboration

*  The solution muzt provide 100% network visibility in real time, including visibility into SaaS,
Cloud, and virtualized emvirenments: VxLAMN encapsulation, desirable double VxLAMN
encapzulation capability.

*  The solution should be able to model and spot threats emerging from 10T devices
The zolution must be able to spot attacks at any point in their [fe cycle

The zolution zhould be ableto graphically display network events and have a user interface that

is not only suitable for analysts but information securfty teams

*  The zolution must be able to provide a register of all azsets detected on the network

*  The zolution should be able to accurately detect true anomalies for any emvironment it iz
deployed onto

*  The zolution should be intelligent enough to automatically filter out falze positives

*  The zolution should be customizable to allow clients to build their own medel: to suit their
individual buziness needs and focus on their apecific areas of concern

*  The zolution should also be able to self-configure and work astomatically on any network
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*  The solution should be passive TAF, SPAN, or Netflow.
*  Alerting must be able to be outputted to email, SMS. SIEM and other security tools

Users/Devices
Approx. Mumber of Uzers: 8000

Approx. Mumber of Devices: 2400 laptops, up to 50 physical servers [ 400 virtual servers / 180 virtual

terminal zervers.
implementation and Configuration Services

Tenderers should identify hardware inztallation and software configuration services as part of their
propozed zolution az well az on-site training on the proposed solution. If these services incur additional
cozts please include this in the pricing schedule below, thess cozts will be factored into the pricing
element of the evaluation (LFB will not be liable for any expenzes incurred from the delivery of these
additional zervices). Please note that we intend to procure an “opex” or “revenue” based syztem and so
all costs should be split over the term of the contact.

Services should include:

Installation and Client configuration
Quality Assurance of customer implementation

* Supporting documentation and handover

*  (Omn-zite zystem familiarization for up to & people (min. 2 Days Training) including training
manuals (this training will only be scheduled after the proof of concept/irial period is complete
and formal award of the contract). However, some initial training to be provided so that staff
can uze the system and azzez how it functions az part of the pilot [ testing stage.

Support & Maintenance and Software Subscriptions

Support should be available with the minimum level requirements of; Access to a helpdesk operating
247, Proactive Threat Motification 24/7, Customer Portal, health checks, analyst support and
software/hardware zupport and fixes.

For the proposed zclution all support and maintenance subzcriptions required should be based on the
initial 36 month term with fixed pricing for the optional 2 » 12 month extenzion periodz and be fully
inclusive of all updates. These costa hould be clearly stated within the pricing schedule.
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