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Freedom of Information request reference number: 9151.1 
 
Date of response: 05/11/2024 
 
Request: 
 
I would like to request the following under the Freedom of Information Act: 1. The name of the system 
the LFB uses to record data breaches or incidents (as defined in the UK GDPR and Data Protection Act). 
2. A copy of the LFB’s data breach incident reporting procedure or policy. 3. a. A record of how many 
data breaches were reported in the last 5 years, by year. b. If possible, a detailed breakdown of the 
types, nature and severity of data breaches recorded. c. Of these incidents, which were reported to the 
Information Commissioner's Office. For all the information you are able to provide, I would like it sent 
electronically. 
 
Response: 

1. The name of the system the LFB uses to record data breaches or incidents (as defined in the UK 
GDPR and Data Protection Act). 
 LFB records our data breaches on an Excel spreadsheet. 

2. A copy of the LFB’s data breach incident reporting procedure or policy. 
A copy of our policy, Data protection and privacy policy (PN351) can be found below. 

3. a. A record of how many data breaches were reported in the last 5 years, by year.  
b. If possible, a detailed breakdown of the types, nature and severity of data breaches recorded.  
c. Of these incidents, which were reported to the Information Commissioner's Office. 

a. A table of how many data breaches were reported over the past 5 years up until present is detailed 
below. 

Data breaches by 
year    
2020/21 21/22 22/23 23/24 24/25* 

16 20 22 43 20 
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b. A detailed breakdown of the types, nature and severity of data breaches is below. 

An outcome of Low Risk or Near Miss are both considered to be non-reportable to the ICO and are 
recorded for reporting purposes and analytics. Low Risk data breaches are data protection issues that 
are not expected to frequently arise in an end to end process. Near misses are data breaches that could 
have been a more significant outcome, but we have also pre-empted with lessons learnt to prevent 
future data protection issues.  

Types of 
data 
breaches       
        

Year Number Breach Type 
Risk level 
(severity) 

2020/21 7 Disclosure (accidental) Low Risk 
  1 Disclosure (unauthorised) Low Risk 
  2 Lost paperwork Low Risk 
  2 Other Near Miss 
  1 Other Low Risk 

  2 
Technical security failing (including hacking, 
malware, etc) Low Risk 

  1 
Technical security failing (including hacking, 
malware, etc) Near Miss 

        
        
2021/2022 11 Disclosure (accidental) Low Risk 
  2 Disclosure (unauthorised) Low Risk 
  1 Lost in transit Low Risk 
  1 Lost paperwork Low Risk 
  1 Other Near Miss 

  1 
Technical security failing (including hacking, 
malware, etc) Low Risk 

  3 Unauthorised access Low Risk 
        
        
2022/2023 15 Disclosure (accidental) Low Risk 
  3 Other Low Risk 

  1 
Technical security failing (including hacking, 
malware, etc) Low Risk 

  3 Unauthorised access Low Risk 
        
        
2023/2024 41 Disclosure (accidental) Low Risk 
  1 Disclosure (unauthorised) Low Risk 
  1 Other Low Risk 
        
        
2024/2025 18 Disclosure (accidental) Low Risk 
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  1 Lost in transit Low Risk 
  1 Security - controls Low Risk 

 

 
c. We have two cases that were reported to the ICO in 2022 (disclosure – accidental) and 2024 (Other). 

We have dealt with your request under the Freedom of Information Act 2000. For more information 
about this process please see the guidance we publish about making a request on our website: 
https://www.london-fire.gov.uk/about-us/transparency/request-information-from-us/ 
  

https://www.london-fire.gov.uk/about-us/transparency/request-information-from-us/
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